MpunoxeHune Ne 2

WHO®OPMALIMOHHAA NAMATKA
AOnsA OBYYAIOLUMXCA ONA PASMELLEHUA
HA OPULIMATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogom MOSIOAEXM B MHTEpHETEe CTaHOBUTbCA Oonblle, a LWKOMbHUKA OAHWM U3 CaMbIX
aKTMBHbIX MONb3oBaTeNewn PyHeTa. Me>|<,u,y TéM, NOMMMO OrpoMHOIo Konun4yecrtea BO3MOXHOCTEMN, MHTEPHET
HeceT n I'IpO6J'IeMbI. OTa namsTka goImkHa NoMoyb Tebe 6e3onacHO HaxoaUTLCS B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbI  BUPYC - 3TO  PasHOBUAHOCTb  KOMMNBIOTEPHBLIX  Mporpamm,  OTNNYUTENBHON
OCOBEHHOCTBLIO KOTOPOW ABMSETCS CNOCOBHOCTb K pasMHOXeHUIo. B gononHeHme K aTomy, BUPYCbl MOTyT
nospeanTb U NOJTHOCTbIO YHUYTOXUTb BCE cbaﬁnbl N OaHHble, NOAKOHTPOJIbHbIE NoNb3oBaTesno, OT MMEHU
KoToporo Oblna 3anylieHa 3apaxeHHas nporpaMma, a Takke MoBpeauTb WU Aaxe YHUYTOXWUTb
onepaLMoHHYI0 CUCTEMY CO BceMu dhannamu B Liernom. B 6onblUMHCTBE criydaeB pacrnpoCTpaHsaTCH BUPYChI
yepes NHTEPHET.

MeToapl 3alMThI OT BPEOOHOCHLIX MPOrpamm:

1. Ucnonb3yit coBpemMeHHble onepaunoHHble CUCTEMbI, UMELLMe CepbesHblii YpOBEHb 3allnTbl OT
BPEAOHOCHbIX NPorpaMm;

2. MocTosiHHO ycTaHaBnMBal navTu (LMdPOoBbLIE 3annaTky, KOTOpble aBTOMATUYECKM YCTaHaBNMBaOTCS
C uenbo gopaboTku nporpammbl) U ApyrMe OBGHOBMEHMSI CBOEW onepaumoHHOM cuctembl. CkaumBam ux
TONbKO C ochmLmanbHoro canta paspabotumka OC. Ecnu cyLlecTBYeT pexxnm aBTOMaTtuy4eckoro oGHOBMEHMS,
BKIHOYM €ro;

3. Pabotan Ha cBoem KOMMNbOTEPE NOA4 npaBamMn MNoJb3oBaTeld, a He aaMWHWUCTpaTopa. 3710 He
no3BOJINT 6OJ'IbLUVIHCTBy BPEAOHOCHbIX NMporpamMmm UHCTanmMpoBaTbCA Ha TBOEM NMEPCOHAJIbHOM KOMMbIOTEPE;

4. Vcnomnb3yh aHTUBMPYCHble MpOorpamMMHble NPOAYKTbl  M3BECTHbIX  Mpou3BoauTenen, ¢
aBToMaTtmyecknum obHoBneHnem 6as;

5. OrpaHI/I‘-Ib (bVI3I/I‘-IeCKI/|IZ 0O0CTyn K KOMMNbOTEPY ANA MNOCTOPOHHUX NNLL;

6. cnonb3yi BHeLUHWE HOCUTENW MHOpMaLMK, Takne Kak dneLlka, guck unu camn u3 MHTEpPHETa,
TONBbKO U3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIBan KOMMbOTEPHbIE dainbl, NONyYEHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. Jaxe Te dawnsl,
KOTOpble Mpucran TBOW 3HaKOMbIR. JTyylie yTOYHM y Hero, oTnpasnsn nm oH Tebe nx.

Cetu WI-FI

Wi-Fi - 3T0 He BMA nepeaaun gaHHbIX, He TEXHOMOMS, a BCero nuwib opeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apermcrtpupoBana 6peHg "WECA", uto obo3Hauano cnosocoyetaHue "Wireless
Fidelity", koTopbIi nepeBoanTCcs Kak "0ecnpoBogHasi TOYHOCTL".

[o Hawero BpeMeHun gowna gpyras abbpesuaTypa, koTopasi ABNAETCA TakoW Xe TexHonormen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue BbINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TEXHWKM Hi-
Fi, 4uTo B nepeBoge o3Ha4aeT "BbiCOKasi TOYHOCTL".

[a, becnnaTHbI MHTEPHET-QOCTYN B Kadhe, OTENsAX M asponoprax SABASEeTCA OTIMYHOW BO3MOXHOCTLIO
BbIXO4a B WHTEPHET. Ho MHOrme sKkcnepTbl cumTaloT, 4To obwenoctynHble Wi-Fi cetm He saBnsioTca
©e3onacHbIMu.

CoBeTbl No 6e3onacHocTv paboTbl B 06LenocTynHbix ceTsix Wi-fi:

1. He nepepaBai CBOO NUYHYt0 MHopmaumio vepes obuwenoctynHele Wi-Fi cetn. Pabotas B HuX,
XenaternbHO He BBOOUTbL NMapoJin A0CTyNa, NNOrMHbl U Kakme-To HoMepa,

2. Vcnonb3yit u 0GHOBMA aHTUBMPYCHbIE NporpaMMbl M GpaHamayep. Tem cambiM Tbl 06e3onacuLlb
cebs OT 3aKauky BUpYyCca Ha TBOE YCTPOWCTBO;



3. Mpu ncnonb3osaHun Wi-Fi otknioun dpyHkumio "OBwmii goctyn k cavinam v npuHtepam”. [JaHHas
PYHKUMSA 3akpbiTa MO YMOMNYaHWIO, OOHAKO HEKOTOpble MOMb3oBaTenu akTMBUPYKT ee Ana ygoberea
ncnonb3oBaHus B paboTe unm yyebe;

4. He wcnonb3yn nybnuunbii WI-FI gna nepegayn nuyHbIX OaHHbIX, HanpuMep Ans Bbixoda B
coumanbHble CETU UMK B SNIEKTPOHHYI0 MOYTY;

5. Vicnonb3yn Tonbko 3aluuuieHHoe coeguHeHue 4veped HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoan umeHHo "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumio "Togkniovenne k Wi-Fi aBTomatudeckun”. He gonyckaw
aBTOMAaTMYECKOro NOAKITIYEHNsT ycTponcTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTn

COLI,I/IaJ'IbeIe CETN aKTUBHO BXOOAT B HalWly XW3Hb, MHOIrne nogn pa60Ta+0T N XXMUBYT TaM MOCTOAHHO, a
B Facebook yxe 3aperMctpyMpoBaH MunnMapz YenoBek, 4YTO SABMSETCSs OOHOW CeabMOW BCEX XUTenew
nnaHeTbl. MHOrMe nonb3oBaTeny He MOHUMALOT, YTO MHAOPMaLUS, pa3MeLLeHHaa MU B COLMarnbHbIX CETSX,
MOXeET ObITb Hall4eHa U UCNONb3oBaHa keM YrogHo, B TOM Yucrie He 06s13aTenbHO ¢ 6narmmm HamepeHusamu.

OcHoBHble coBeTbl M0 6€30MacHOCTM B COLMarbHbIX CeTAX:
1. OrpaHunyb cnucok gpysen. Y Tebs B Apy3bsX HE AOMKHO ObiTb CryvanHbIX U HE3HAKOMbIX MOAEN;

2. 3alumuian cBot 4YacTHYH XU3Hb. He ykasbiBai naponu, TenedoHsl, agpeca, AaTy TBOEro poXxaeHUs
W OPYryl0 NIMYHYIO MHpopMaumio. 3MoyMbILLNIEHHUKMA MOTYT UCMOSb30BaTh AaXe MHAOPMAaLMIO O TOM, KakK Tbl
1 TBOW POOUTENN NITAHNPYETE NPOBECTU KaHWKYIbI;

3. Bawmwan cBo penyTauuio - epXu ee B YMCTOTe 1 3agaBan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrve nonb3oBatenu BWAenW, 4YTO Tbl 3arpyxaewb? [logyman, npexge 4em 4TO-TO oOnybnukosaThb,
HanucaTb 1 3arpysuTb;

4. Ecnn Tbl roBopuilb C J110AbMU, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yl7I CBOe pealibHOe UMA U OPYryro
JINYHYHO VIHCbOpMaU,VIVIZ NM4A, MECTO XUTEJbCTBA, MECTO yqe6b| n npoyee,;

5. N36eran pasmelleHns cotorpacui B NHTepHeTe, rae Tbl n3obpaxeH Ha MECTHOCTU, NO KOTOPOM
MOXHO onpeaennTb TBOE MECTOMNOMNOXEHME;

6. Mpu perucTpaumn B coumanbHOn ceT HeoBX0AMMO UCMONb30BaTh CIIOXKHbIE Naposiv, COCTOSLLME U3
GYKB M LMP 1 C KOTMYECTBOM 3HAKOB He MeHee §;

7. Ona coumanbHOM ceTu, NoYTbl U APYrnX CanToB HEOBXOOUMO MCMNONb30BaTh pasHble naponu. Toraa
ecnn Tebs B3NOMatoT, TO 3MOYMbILLIIEHHUKM NONyyaT AOCTYN TONbKO K OOQHOMY MECTY, a He BO BCe cpasy.

3neKTp0|-||-|b|e AeHbrun

OneKTPOHHbIE [OeHbMM - 3TO O4YeHb YAOOHLIN cnoco® nnaTexewn, OAHAKO CYLECTBYHT MOLUEHHMUKM,
KOTOpble XOTAT NOMyYnTb 3TN AEHbIU.

SJ'IeKTpOHHbIe OeHbrn noABUNMCb coBceM HeJaBHO U UMEHHO M13-3a 3TOro BO MHOIMX rocygapcreax ao
CMX nop He nNponnucaHo Npo HMUX B 3aKOHax.

B Poccum e oHu (byHKLI,VIOHI/IpyIOT N O HUX yXXe NponncaHo B 3aKoHe, rge nx pasgendrT Ha HECKOJ1bKO
BWOOB - aHOHWUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTcd
nposBognTb onepauunn 6es VID,eHTVICbVIKaLI,VII/I nonb3oBatesyid, a B HEaHOHUMHbIX VIﬂ,eHTVIq)VIKaLI,VIFI
nonb3oBaTens siBNAeTcs 06a3aTenbHON.

Takxke cnegyeT pasnuyaTtb 3NIEKTPOHHblIe C*)I/IaTHbIe OEeHbIn (paBHbI rocyaapCTBEHHbIM Ba.l'IIOTaM) n
QNEKTPOHHbIE HerMaTHbIe OeHbIn (He paBHbI rocyaapCTBEHHbIM BaJ'IPOTaM).

OcHoBHble coBeTbl N0 6e3onacHov paboTe C ANEeKTPOHHBIMU AEHbramu:
1. MNpuBsXM K cHeTy MOBUNbHLIM TenedoH. OTO caMbln YAOOHBIN M BbICTPLIN CNOCO6 BOCCTAHOBUTL

aocTyn K cyety. NpuBAsaHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBON NNAaTeXHbIW Naponb Unu 3angellb
Ha CalT C HE3HaKOMOrO YCTPONCTBA;



2. Wcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIEHHYHO aBTopu3auuio Tebe yxe He
OymeT yrpoxaTtb ONacHOCTb KpaXku Uinn nepexeara nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. MNMpecTynHukam Oyget He NPOCTO yragaTtb CrOXHbIA naponb. HagexHble
naponu - aTo Naponu, KoTopble coaepaT He MeHee 8 3HaKOB M BKMOYaloT B cebs CTPOYHbIE U MPOMNUCHbIE
OykBbl, UMMPLI U HECKONBbKO CMMBOJSIOB, Takme Kak 3HaK donnapa, yHTa, BOCKNMUATENMbHbLIA 3HAK U T.M.
Hanpumep, $tRONng!;;

4. He BBOAW CBOM NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBEpSELUb.
AneKTpoHHaA noyTa

OneKTPOHHas noyTa - 3TO TEXHONOMMS U NpPeaoCTaBNsieMble el YCNyrM No Nepechinike 1 NnonyYyeHuio
3MEKTPOHHBLIX COOBLLEHWA, KOTopble pacrnpedensTcss B KOMMbloTepHoW ceTu. OBbIMHO 3MEKTPOHHbIN
MOYTOBbIM LMK BbIMSAOUT credylowmnm obpasoM: KMs_ronb3oBatens@umsi_aoMeHa. Takke Kpome
nepenayun NpoCcToro TeKcTa, UMeeTcsi BO3MOXHOCTb NepedaBaTh aiinbl.

OcHoBHble coBeTbl N0 6esonacHon paboTe ¢ ANEKTPOHHOM NOYTON:

1. Hapgo BbIGpaTb NpaBunbHbIA NOYTOBLIA CeEPBUC. B MHTEpPHETE €CTb OrPOMHbIV BbIOOP GecnnaTHbIX
NMOYTOBBLIX CEPBMCOB, OAHAKO Nyylle JOBEPATb TEM, KOO 3HAELLUb M KTO NePBbI B PENTUHTE;

2. He ykasbiBam B NWYHOW MO4YTE NMYHYK uWHdopMauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIV_daHaTt@" unm "pok2013" Bmecto "temal3";

3. Wcnomnb3yn pByxaTanHyto aBTopu3auuto. OTO Korga NOMMMO Maponsi HY)XHO BBOAUTL Kop,
npucbinaembli no SMS;

4. Bbibepu cnoxHbeln naponb. [Ons Kaxgoro novTOBOro slMKa AOMKEeH OblTb CBOW HaAeXHbIR,
YCTONYMBBIN K B3NOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIUYHBIN BOMPOC, UCMOMb3Y 3TY BO3MOXHOCTb;
6. Mcnonb3ym HeCKONbKO MOYTOBBLIX SLWMKOB. [lepBbid Anis YacTHOW Mepenuckn C agpecaTamu,
KOTOpbIM Thbl AOBepSeLlb. OTO ANEKTPOHHbIM aapec He Hago MCNomb30BaTh NpU perncrpauumn Ha opymax u

camnTax;

7. He oTkpblBan hanrnbl U Apyrne BAOXEHUS B NUCbMAax, Aaxe eCnu OHU NPULLIKU OT TBOUX ApY3emn.
Jlyywwe yTouHn y HMX, oTNpaBnsany nvm oHn Tebe atu channel;

8. MNMocne okoH4yaHWst paboTbl HA NMOYTOBOM CEPBUCE NEPEA 3aKpbITMEM BKNagKM C CanTom He 3abyab
HaxaTb Ha "Bbiatn".

KnbepOynnuHr unm BuptyanbHoe nsgeBaTtenbCTBO

KnbepOynnuHr - npecnegoBaHne COOGLUEHUSIMU, COAEPXallMMU  OCKOpONeHusi, arpeccuio,
3anyrvBaHue; XyJiMraHcTBo; coupansHoe 6oKoTPOBaHMEe C NOMOLLBIO PasnnyHbIX MHTEPHET-CePBUCOB.

OcHoBHble coBeTbl M0 6opbbe ¢ knbepbynnMHrom:

1. He Gpocarica B 6own. Jlyqwmii cnoco6: nocoBeToBaThCsl kak cebsi BECTM M, €Cnn HET TOro, K KoMy
MOXHO o06paTuTbCcsl, TO BHayane YycriokouTbesi. EcnmM Tbl HayHelwb oTBeYaTb OCKOPGMEeHUAMM Ha
OCKOpPOeHUs, TO TOSbKO eLle Gorblue pas3oXokeLlb KOHMSINKT;

2. YnpaBnsu cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTBleT cnocobbl BbISCHUTb, KTO CTOMUT 3a aHOHWMHbLIM
AdKKayHTOM;

4. He cTOMT BECTM XynUraHckuii obpas BMpTyanbHOW XunsHu. IHTepHET ouKcupyeT BCe TBOU AENCTBUS
N coxpaHsieT ux. YaanuTb ux OyaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogan ceoto BUPTyarbHYH YeCTb CMOMOAY;



6. WrHopupym eguHumyHbin HeratuB. OpHopasoBble OCKOpOMTEMbHble COOOLWEeHMs  nydlle
urHopmpoBaTtb. OGbIYHO arpeccus NpekpaLlaeTcs Ha HaYanbHOW CTaguu;

7. baHn arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMU COODLLEHMAMM, B COLUMAnbHbIX CETSX eCTb
BO3MOXHOCTb 6J'IOKVIDOBKVI oTnpaBKu coobueHun ¢ onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb kubepbynnuHra. TBOM AeNCTBUS: BbICTYNUTb MPOTMB MNpecnenoBaTtens,
nokasatb €My, 4YTO €ero [AeiCTBUS OLEHUBAKOTCA HeraTuBHO, MNoaAepXaTb >KEepTBY, KOTOPOM HyXKHa
ncmxonormyeckas NomoLLb, COOOLLNTbL B3POCHbIM O (haKTe arpeCC1BHOIO NOBEAEHMWS B CETU.

Mob6unbHbIN TenecoH

CoBpeMeHHble cMapTgOHbI U NNaHLWeTbl cogepxaT B cebe BrionHe B3pochblit oyHKLMOHan, U Tenepb
OHM MOTYT KOHKYPWMpOBaTb CO CTaUMOHapHbIMU KoMmnbloTepamu. OgHako, CPeacTB 3aluTbl ANs NoAobHbIX
YCTPOWCTB MoKa 04YeHb Masno. TeCTUpOBaHME M MOWCK YA3BUMOCTEW B HUX MPOVCXOAUT He Tak UHTEHCUBHO,
kak ans MK, To e camoe kacaetcsl U MOOUIbHbLIX MPUITOXKEHW.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe npakTu4vyeckn AorHanu HacTolnbHble aHanoru, oaHako
pacwmnpeHune (byHKLI,I/IOHaJ'la Bne4eT 3a cobon 60]'IbLIJy}O CINOXHOCTb M MEeHbLUYI0 3allULLEeHHOCTb.

[laneko He Bce NpOW3BOAWTENW BbIMYCKalOT OGHOBIIEHUS!, 3aKpPbIBAOLLME KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTU MOBUIbLHOro TenedoHa:

Hwu4yero He aBnsieTcs no-Hacrtodwemy BGecnnaTHbIM. Eyp,b OCTOpPOXeEH, Bedb Koraa Tebe npegnaratoT
©ecnnaTHbIA KOHTEHT, B HEM MoryT ObITb CKPbITbl KakKne-To nnaTtHble YCIyru;

Oyman, npexge vyem otnpaBuTb SMS, doTo nnm Bugeo. Tbl TOYHO 3HaeELWb, rae OHW ByayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBNATE ONepaunoHHY0 CMCTEMY TBOEro CMapTdoHa;
Vcnonb3yn aHTUBMPYCHbIE NPOrpamMmmbl Anst MOOUNbHLIX TenegoHoB;

He 3arpy>|<a|7| npunoXxeHna OoT HEM3BECTHOIo MCTOYHMKa, Bedb OHWM MOryT codepXaTb BpeaOHOCHOEe
nporpaMmmMmHoe obecneyeHue;

lNocne TOro kak Thbl BbiMAEWb C canTa, rge BBOAWST JNIMYHYK WMHGOpMauMio, 3arMan B HaCTPOWMKM
Opaysepa u yganu cookies;

Mepuoaunyeckn npoBepsn, Kakme nnaTHble YCnyrm akTMBUpOBaHbl HA TBOEM HOMEPE;
[aBarn cBo HoMep MOBUNBHOIO TenedoHa TOMbKO FOAsIM, KOTOPbIX Thl 3HAELLb 1 KOMY OBEpPSiELLb;

Bluetooth gomkeH 6bITb BbIKMOYEH, KOrda Thl UM He nonb3yelwbesd. He 3abbiBan MHorga npoBepsTb
3TO.

Online urpbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO KPACOUHble, 3axXBaTbiBalOLME pa3BrieyYeHns, 06beanHsaoLWME COTHM
TbICSIY YerioBek No BCEMY MUPY. MIrpokn UccneayoT AaHHbIR UM MUp, 06LWakoTesa Apyr ¢ APYroM, BbIMOSHSAOT
3afaHnsi, cpaXalTCsi C MOHCTpaMu M Mony4vatoT onbiT. 32 YAOBOMbCTBME OHWU NMNATAT: MOKYMatT AMUCK,
onra4yMBatoT abOHEMEHT Unu NpMobpeTaroT Kakne-To OnuumMm.

Bce atn cpencrtea mayT Ha nognepXxaHme u pasBuUTUE UIpbl, a TakKkKe Ha cCaMy ©e3onacHoCTb:
COBEPLLUEHCTBYKOTCA CUCTEMbl aBTOpu3auunn, BbINYCKAKTCA HOBbIE MNMaTyn (LI,VI(prBbIe 3annaTtkn  and
nporpaMM), 3aKpbIBAKTCA YA3BMMOCTU CEpBEPOB.

B nogo6HbIx nrpax CTout onacatbCA He CTOSIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro napornd,
Ha KOTOPOM OCHOBaHa cuctema aBTopu3auunm SonblKnHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTY TBOETO UrpoOBOro akkayHTa:



1. Ecnn gpyron urpok Beget cebst nnoxo nnu cosgaeT Tebe HenpuaTHOCTKM, 3abnokupyn ero B cnvcke
UrpOKOB;

2. I'Io>|<anyl7|09 agMUHUCTpaTopaM Urpbl HA NJIOXOE€ NnoBegeHne 3Toro Urpoka, XernartenbHOo NpPUNoXnTb
KakKune-To AoKasaTtesribCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnyHyo nHgpopmaumio B npodainne vrpsl;
4. YBaxan gpyrmx y4acTHUKOB MO Urpe;

5. He ycTaHaBnmBam HeommanbHble NaTtin u Moapl;

6. Mcnonb3yn cnoxHele 1 pasHble naponu;

7. Jaxe BO BpeMA Urpbl He CTOUT OTKIMHOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOW KOMMNbKOTEP MOTyT
3apa3nTb.

PUWKNHT UK KpaXxa NMNYHbIX AaHHbIX

OOGbIYHOW Kpaxken AeHer U AOKYMEHTOB CEerofHs y)Ke HUKOrO He yAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOMNI 3N0YMbILLFIEHHUKN NEPEMECTUMNNCL B UHTEPHET, M NPOSOIMKAOT 3aHMMaThCA "NMobrmbiM” Aenom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA WNU (OULLMHE, [faBHas Lenb KOTOPOro
COCTOUT B MOMyYeHUM KOHPUAEHUMANbHbIX AAHHbLIX NONb3oBaTenen - IOrMHOB M naponen. Ha aHrmmnckom
a3blke phishing untaeTcs kak dovwmHr (ot fishing - peibHasa noensi, password - naporb).

OcHoBHble coBeTbl M0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBOUM AdKKayHTOM. Ecnn TbI noaospeBaellb, YTO TBOA aHKeTa Oblna B3rlomaHa, TO
Heobxoanmo 386]'IOKVIpOBaTb ee n coodbwuTb agMUHUCTPaTopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Nicnonb3yi 6e3onacHble BeO-canTbl, B TOM YMCNE, UHTEPHET-Mara3vHOB U MOUCKOBbLIX CUCTEM;

3. Wcnonb3syih crnoxHble W pasHble naponu. Takum o6pasom, ecnu TeGsa B3noMaloT, TO
3/10YMbILLTIEHHVKM MofyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MpoduIio B CETU, a HE KO BCEM;

4. Ecnu Tebsa Banomanu, To He06XxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0OaBneHbl y
Tebs B Opy3bsx, O TOM, 4YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHn Byger paccbinarbCs cnam u
CCbIfKM Ha PULIMHIOBbIE CanThl;

5. YcraHoBu HagexHbi napornb (PINe) Ha MOBUMbHEIN TenedoH;
6. OTkNIoYM coxpaHeHue naponsi B bpaysepe;

7. He oTkpblBan hanrnbl U Apyrne BAOXEHUS B NUCbMax, Aaxe eCnu OHU NPULLN OT TBOUX ApY3emn.
Jlyywe yTouHM y HMX, oTNpaBnsany nvm oHn Tebe atu channeoi.

LUundpoBas penytauus

Lincdpoeas penytauuss - 9STO HeratuBHasi WM MNO3UTMBHasA uHGopmaumss B cetu o Tebe.
KomnpomeTtupytowlas nHdopmaums, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbiM 0bpa3om OTpasnTbes
Ha TBOen peanbHOW >Xu3HW. “"LincbpoBas penytaumsa” - 370 TBOW UMMUOAX, KOTOPbIA POpMUPYeTCA U3
WHopmaumm o Tebe B UHTEPHETeE.

TBOE MECTO XUTENbCTBA, yLIGGbI, TBOE (bVIHaHCOBOG nonoXeHune, 0CoOBEHHOCTU XapakTtepa n pacckasbl
0 BGnN3KKX - BCe 3TO HaKannMBaeTcs B CETU.

MHorne noapoCTKM NErkoOMbICNIEHHO OTHOCATCS K My6nukaumMm nnuyHon nHdopmaumm B MHTepHeTe, He
NOHMMasa BO3MOXHbIX MOCMEACTBUN. Tbl Jaxe He CMOXelb foragatbCa O TOM, 4YTO dhoTorpacdms,
pasMelleHHas 5 net Hasag, cTana NPUYNHON oTkasa NpUHATL TebsA Ha paboTy.

KOMMeHTapI/IVI, pa3mMelleHne TBomnx (bOTOFpaCbMVI n gpyrune nencTeus MOTYT HE NUCHE3HYTb aXe nocre
TOro, Kak Tbl UX yOarnuilb. Tbl He 3Haelb, KTO COXpaHun 3Ty VIH(*)OpMaLI,I/IIO, nonasna Jnn oHa B NOWCKOBbIE
CUCTEMbI N COXpaHuMacb Jin OHa, a MMaBHOoe: 4YTO nNogymMaroT O Tebe OKpyxawuwjune nogn, KotTopblie HaVIﬂ,yT n



yBUOAT 3T0. HanTn nHdopmaumio MHOro fneT cnycTs CMOXeT Nobon - kak M3 AobpbIX NOBYXAeHWUA, Tak 1 C
HaMepeHneM NPUYNHNUTL Bped. OTO MOXKET BbITb KTO YrOgHO.

OcHoBHbIe COBETHI MO 3aLLMTe UMPOBOIM penyTaumm:
1. MNogyman, npexae Yem 4To-To NybnmkoBaTh 1 Nnepefaeatb y cebs B 6riore nnm B coumanbHOM CeTu;

2. B HacTporkax npodunga ycTaHOBM OrpaHnyYeHns Ha NpoCcMOoTp TBOEro Npoduns 1 ero coaep>XMmoro,
caenan ero Tonbko "Anga apysen”;

3. He pasmelan n He ykasbiBa MHOpMaLNIO, KOTOpasi MOXET KOro-nnbo ockopbnsTb nnmn obmxatb.
ABTOpCKOe npaBo

CoBpeMeHHble LUKONbHUKM - akTUBHbIE Nonb3oBaTenu uudposBoro npoctpaHcTea. OgHako ganeko He
BCE 3HAlOT, YTO MOMb30BaHNWE MHOMMMW BO3MOXHOCTSIMU LMppoBOro Mupa TpebyeT cobniogeHus npas Ha
WHTENMeKTyanbHyto COBCTBEHHOCTb.

TepMUH "MHTEnnNekTyanbHas COOGCTBEHHOCTb" OTHOCMTCS K PasfUYHbIM TBOPEHUSIM YENOBEYECKOro
yMa, HauMHasi C HOBbIX M300peTeHuii 1 3HaKoB, 06Go3HavYalLWmMX COBCTBEHHOCTb Ha MPOAYKTbI U YCIyru, U
3akaH4MBasi KHuramu, otorpadunsamm, KUHOPUIIbLMaMU U My3blKarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MnpaBa - 3TO NpaBa Ha MWHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha MPOU3BEAEHUS HayKu,
nutepaTypbl M UCKycCTBa. ABTOpPCKME MpaBa BbICTYNawT B KayecTBe rapaHTUm TOro, 4To
WHTENNEKTYanbHbIA/TBOPYECKUA TPy aBTopa He OyaeT HanpacHbIM, JAcT eMy CNpaBeanvBbie BO3MOXHOCTHU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyyYnTb M3BECTHOCTb WM Npu3HaHuve. Hukto 6e3 paspelueHus
aBToOpa He MOXEeT BOCMPOM3BOAUTHL €ro Mpou3BedeHue, pacrnpocTpaHaTb, MyOnMMYHO OEMOHCTPMPOBATh,
npogasaTk, MMMOPTMPOBATb, NyckaTb B NPOKaT, NybNMYHO MCMOMHATb, NOKa3biBaTb/MCNOMNHATE B adhmpe nnm
pasmewyatb B IHTepHeTe.

Mcnonb3oBaHue I'I'II/IpaTCKOFO" nporpamMmmMHoOro obecneveHns MOXeT npnBectn K MHOMMM pUCKaM: OT
noTepn OaHHbIX K TBOMM aKKayHTam 00 6]'IOKI/IpOBKI/I TBOEro yCTpOIZCTBa, rae ycrtaHoBllieHa HeneranbHas
nporpamMma. He cTtout Takke 3abblBaTb, 4TO CyLLEeCTBYIOT JNneranbHble U becnnaTtHble nporpamMmmsbl, KOTOpble
MOXHO HaNTKN B CETWU.

O noprane
CeTeBnYOK.pdh - TBOW MMaBHLIN COBETYMK B CETU. 34ECb Thl MOXeELUb Y3HaTb 0 6e3onacHoOCTU B CETU

NMOHATHLIM U OOCTYMNHbLIM A3bIKOM, @ NpU BO3HUKHOBEHUUN KpVITVI‘-IeCKOVI cuTyauumn 06paTVITbCFI 3a coBeToM. A
TakKKe NPUHATb y4acTue B KOHKypCax U CTaTb CaMbIM LlI/ICppOBbIM Fpa)K,D,aHI/IHOM!



